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Information Security
Awareness is a culture that
needs to be developed,
nurtured, and enhanced in
every single organization.

The need for effective security
awareness nationally is as

vital to our national
development as every other
form of technology-related
education. Information
Security Awareness and
information technology are
inseparable ingredients of a
successful organization’s
development, growth, and
Infosec maturity. Information
security strategies that don’t
address security awareness
and education will never be
effective.

H.E Mohamed Nasser Al Ghanim,
Director General of the TRA,
aeCERT sponsor
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aeCERT Highlights

The United Arab Emirates
Cabinet of services on the
8th of June 2008 had accred-
ited the UAE Computer
Emergency Response Team
(aeCERT)  under  Direct
number (89/5) as the
National CERT for the UAE.
Furthermore, the Cabinet
had agreed on the enlisting
of the aeCERT with the
CERT/Coordination Center
stationed in the United
States, whom  granted
aeCERT the official acknowl-
edgement worldwide as the
UAE National CERT. Shortly
after gaining the accredita-
tion, the aeCERT launched
its operations on Monday
14th of July 2008.

The launch was announced
during a news conference
that took place in Abu-Dhabi
at the Emirates Palace Hotel.
"The initial phase of the
launch will be On-Boarding
of Constituents" said Eng.
Fatma Bazargan, aeCERT
Manager of Research and
Analysis, and that "Organiza-
tions that would like to sign
up as constituents with the
aeCERT may send requests
to constituent@aecert.ae.
The next step will be to
meet up and agree on a
mutual memorandum of
understand (MoU) and sign a
non-disclosure agreement (NDA)
with the team".

National Outreach Program (NOP)

The second phase of the
National Cyber Security
Awareness Campaign is the
National Outreach Program
(NOP), which was designed
to connect with the adoles-
cences joining the ever
growing number of the
‘Internet Generation’.

The National  Outreach
Program aims to specifically
reach further to the youth
by providing them with
workshops suitable to the
different levels in the UAE
academic system.

Recent statistics show that
the youth comprise the
majority  percentage  of
Internet users, thus; the
National Outreach Program
intents to provide them
with the minimum set of
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knowledge that is required
to use the technology itself
and to operate safely in the
Internet sphere. The NOP
will achieve this through
raising the youth’s aware-
ness to;

e Understand Internet
Threats and be aware of
how to deal with them;

e Report cyber incidents
they may face to their
parents or to concerned
parties, such as the
aeCERT;

e Participate in various
cybersecurity awareness
workshops held by aeCERT
or related entities.

aeCERT is in the process of
launching the second phase
of the Security Awareness
Program, the National
Outreach Program, which
will belaunched this fall and
will target students from
schools and universities.
Finally, the Security Aware-
ness Assessment Program,
the third phase of the
Awareness Program will
be launched in the first
quarter of 2009 and will help
eligible constituentsin the
assessment of the security
awareness level within
their environment.

The workshops will incorpo-
rate a multitude of informa-
tion security professionals
from within aeCERT and
from other contributing
parties within the UAE.

These workshops will cover
a range of topics that will
vary depending on the most
prominent cyber predica-
ments  worldwide, that
coincide with the timing of
the workshop itself; to
advice the youth of the
currentissues they may face
online and to help them
avoid being victimized by
the cyber predators.
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